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More internet-connected
devices than people!

Fundamentally, the 
Internet of Things is all 
about transforming 
physical objects into 
digital data product and 
services.



At the high level, all IoT platforms and solutions are nearly 
identical

• .
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The Four Corners of IoT Development

Key observations from 
our industry projects: 

The development of 
end-to-end IoT systems 
requires skills in nearly 
all areas of modern 
software development.

It is very difficult to find 
developers who can 
master all the necessary 
technologies.



Today, the Majority of Focus in the IoT Area 
is on Data Acquisition & Analytics

The focus on these topics is not surprising, given the massive business poten@al arising 
from the ability to provide new insights into people’s behavior and other real-world 
phenomena.



This is revolu,onary from commercial perspec,ve. Actual impact will be at least as significant as 
that of the emergence of virtual machines in mobile phones 20 years ago!

Meanwhile, a More Subtle Revolu,on is Taking Place…

Hardware improvements are 
enabling dynamic 
programming capabilities in 
unprecedented form factors 
and price points.

This makes it possible to turn 
everyday objects into 
connected devices that can 
be programmed dynamically. 



Where Will This Lead Us? Programmable World

Literally: 

“Every 
thing 

in my realm 
programmable 

remotely”



Near-Term: A Lot of Incompatible Systems and APIs
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Broad Range of Software Stacks for IoT Devices
Over time, IoT devices will become more and more capable, harmonizing the E2E development needs



Long-Term: Common Programmable World Solution

Common Developer API

Device 
Management Data Acquisi8on Device

Actua8on

Real-Time Analytics / Offline Analytics

No8fica8ons / Alerts



Programmable World – So/ware Engineering Challenges
• How to establish a common programmable world API set that would work across 

devices and systems from various different manufacturers?

• How to discover, manage and visualize large, complex, dynamic topologies 
of IoT devices?

• How to dynamically program IoT systems that consist of hundreds or thousands or 
millions of devices?
• Mindset shift: from computers as “pets” to “cattle”, or “swarms” of devices.

• IoT systems are distributed systems, with intermittent, potentially unreliable 
connectivity => How to reduce the programming overhead (boilerplate code) that 
arises from having to prepare for various kinds of error conditions?

• How to flexibly migrate computation and data between the cloud and the 
edge (devices, gateways) in order to balance computation, latency and 
power consumption requirements?



Summary and Key Takeaways
• There is more to IoT than just big data acquisition, analytics and visualization.
• Hardware advances will make things around us connected and programmable, thus 

leading us to a Programmable World.
• IoT development is different from PC, mobile or web application development.

• A typical IoT program is continuous and reactive in nature. Programs are essentially asynchronous, parallel 
and distributed.

• Devices are weakly connected, with potentially unreliable, intermittent connectivity.
• Device configurations and topologies can be heterogeneous and vary considerably over time.
• The number of devices/CPUs can be considerably larger than in traditional applications.

• Today's IoT development APIs are still rather vendor- or hardware-specific.
• There is a need for a common Programmable World API set that would support device 

discovery, device management, data acquisition and device actuation 
in a universal, vendor-independent fashion.

• Most likely, it will still take 5-10 years until we get there – meanwhile, 
there are very interesting and relevant research challenges!
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Thank you!



1990: Every thing in your home 
has a clock & it is blinking 12:00

2020: Every thing in your home 
has an IP address & the password is "admin"


